From: Social Security [mailto:update-info@redir.biz.mail.fy3.b.yahoo.com]
Sent: Tuesday, February 05, 2013 6:39 AM
Subject: Update your Social Security Online

my Social Security— Sign In Or Create An Account

At each stage of your life, my Social Security is for you. Your personal online my Social Security account is a valuable source of
information beginning in your working years and continuing throughout the time you receive Social Security benefits.

If You Receive Benefits, You Can:

Use a my Social Security online account to:

Get your benefit verification letter;

Check your benefit and payment information and your earnings record;

Change your address and phone number; and

Start or change direct deposit of your benefit payment.

If You Do Not Receive Benefits, You Can:

Use a my Social Security online account to get your Social Security Statement, to review:
Estimates of your retirement, disability, and survivors benefits;
Your earnings record; and
The estimated Social Security and Medicare taxes you’ve paid.

How Do | Create A my Social Security Online Account?

To create an account, you must provide some personal information about yourself and give us answers to some questions that
only you are likely to know. Next, you create a username and password that you will use to access your online account. This

process protects you and keeps your personal Social Security information private.

To get started, select this button:

Sign In or Create an Account

Consular Banjul has received the following scam email in recent weeks. This is alarming as many
American citizens receiving social security benefits in The Gambia have been encouraged to
forgo the monthly check for a CHASE card
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From: Chase Online [mailto: remax@remax. com]
Sent: Monday, February 11, 2013 8:08 PM

To: Undisclosed recipients

Subject: Irreqular account activity

Diear User,

You are required to validate vour Chase Online Account to
keep it safe from online threat,

follow URL http:/~swww.chase.com

Sincerelv

JPMorgan Chase

—

Please go to the follow links for more information

The email on the left was
sent to Consular Banjul on
11 February 2013. Please
note the email claims to be
from Chase Online but the
address to respond to is
false one.

In addition the web page

link is NOt the web address

for JFP Morgan Chase which
should read

www.jpmorganchase.com/

http://travel.state.gov/visa/immigrants/types/types 1749.html (DV)

http://london.usembassy.gov/cons new/acs/scs/internet scams.html (SCAMS)
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